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Pharma Sector Exposures: Fortune Global 500

+9.8K
BREACHES OR LEAKAGES 
SINCE 2018

EXPOSED IN

58%

percentage 
of total 
breaches 
or leakages 
occurring 
since 2020

percentage 
of total 
records 
exposed 
since 2020

+4.5M
RECORDS EXPOSED 
SINCE 2018

76%

Over 30% of 
breaches and 
leakages of Pharma 
sector corporate 
credentials are from 
companies or sites 
in the U.S.

62%
BREACHES 
WITH PII

What PII is most commonly exposed? 
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Where are these breaches taking place?

64%
of breaches are in 
plaintext, or use 
weak algorithms 
such as MD5 or 
SHA1.

Weak Password Usage

Nearly two-thirds 
of those breaches 
and leakages 
occurred since 
2020.

20
COMPANIES

+30%

100% have 
been exposed 
in breaches 
or leakages 
with PII.

Nearly 1 out 
of 3 have had 
their password 
exposed.

100%
Of those 
exposed

Out of a sample of 
78 executives from 
Fortune Global 500 
Pharma companies.

45 executives 
have had their 
credentials 
exposed

58%
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